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NEW QUESTI ON: 1

During a penetration test fromthe Internet, Jane, the system
adm nistrator, was able to establish a connection to an

I nternal router, but not successfully log in to it. Wich ports
and protocols are MOST likely to be open on the firewall?

(Sel ect FOUR).
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Rl ogi n

SSH

Tel net

Term nal services

1

2

3

4

J. Rsync

Answer: A C D H

Expl anat i on:

The question states that Jane was able to establish a
connection to an internal router. Typical

ports and protocols used to connect to a router include the
fol | ow ng:

B, F: Port 22 which is used by SSH (Secure Shell).

C, J: Port 23 which is used by Tel net.

SSH and Tel net both provide command |ine interfaces for
adm ni stering network devi ces such as

routers and swtches.

S IZOMMOOW

NEW QUESTI ON: 2

A conpany is devel oping a web application that runs on Anmazon
EC2 instances in an Auto Scaling group behind a public facing
Application Load Bal ancer (ALB). Only users froma specific
country are allowed to access the application. The conpany
needs the ability to | og the access requests that have been

bl ocked. The sol ution should require the | east possible

mai nt enance.

Whi ch sol uti on neets these requirenents?

A. Create an | PSet containing a |list of IP ranges that bel ong
to the specified country. Create an AW5 WAF web ACL. Configure
a rule to block any requests that do not originate froman IP
range in the | PSet. Associate the rule with the web ACL.

Associ ate the web ACL wth the ALB.

B. Create an AW6 WAF web ACL. Configure a rule to block any
requests that do no originate fromspecified country. Associate
the rule with the web ACL. Associate the web ACL with the ALB.
C. Configure AW5 Shield to block any requests that do not
originate fromthe specified country.

Associ ate AW Shield wth the ALB.

D. Create a security group rule that allows ports 80 and 443
fromIP ranges that belong to the specified country. Associate
the security group with the ALB.

Answer: B

NEW QUESTI ON: 3
During which phase of a waterfall delivery is the creation and
delivery of a conplete system configuration perforned?



anal ysi s

desi gn

data m gration

D. devel opnent

Answer: D

Expl anat i on:

http://bl ogs. nedn. conl b/ dpe_ni geri a/ archi ve/ 2012/ 06/ 13/ newtf s-
t enpl at eavai | abl e- quot - agi | e-dev-in-a-waterfall-environnent-quo
t - govdev. aspx
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