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NEW QUESTION: 1
Which Cisco IOS command globally enables port-based
authentication on a switch?
A. switchport aaa-control enable
B. dot1x system-auth-control
C. radius port-control enable
D. aaa port-auth enable
Answer: B
Explanation:
Configuration of 802.1x authentication is done in 5 steps:
Step 1 Enable AAA on the switch.
By default, AAA is disabled. You can enable AAA for port-based
authentication by using the
following global configuration command:
Switch(config)#aaa new-model
Step 2 Define external RADIUS servers.
First, define each server along with its secret shared
password. This string is known only to the switch and the
server, and provides a key for encrypting the authentication
session. Use the following global configuration command:
Switch(config)#radius-server host {hostname | ip-address} [key
string]

Step 3 Define the authentication method for 802.1x.
Using the following command causes all RADIUS authentication
servers that are defined on the
switch to be used for 802.1x authentication:
Switch(config)#aaa authentication dot1x default group radius
Step 4 Enable 802.1x on the switch:
Switch(config)#dot1x system-auth-control
Step 5 Configure each switch port that will use 802.1x:
Switch(config)# interface type mod/num
Switch(config-if)#dot1x port-control {force-authorized |
forceunauthorized | auto}
Here, the 802.1x state is one of the following:
force-authorized-The port is forced to always authorize any
connected client. No authentication is necessary. This is the
default state for all switch ports when 802.1x is enabled.
force-unauthorized-The port is forced to never authorize any
connected client. As a result, the port cannot move to the
authorized state to pass traffic to a connected client.
auto - The port uses an 802.1x exchange to move from the
unauthorized to the authorized
state, if successful. This requires an 802.1x-capable
application on the client PC.
Reference:
CCNP BCMSN Official Exam Certification Guide, Fourth Edition,
Chapter 15: Securing Switch Access, Port-Based Authentication,
p. 392

NEW QUESTION: 2
Ein AktivitÃ¤tsbereich wird verwendet, um eine Gruppe von
Personen darzustellen: WÃ¤hlen Sie die richtige (n) Antwort
(en).
A. Materialbereitstellungsbereiche
B. Speichertypen
C. LagerplÃ¤tze
D. Speicherabschnitte
Answer: C

NEW QUESTION: 3
Your network contains five servers that run Windows Server
2012. You install the Hyper-V server role on the servers. You
create an external virtual network switch on each server.
You plan to deploy five virtual machines to each Hyper-V
server. Each virtual machine will have a virtual network
adapter that is connected to the external virtual network
switch and that has a VLAN identifier of 1.
Each virtual machine will run Windows Server 2012. All of the
virtual machines will run the identical web application.
You plan to install the Network Load Balancing (NLB) feature on
each virtual machine and join each virtual machine to an NLB

cluster. The cluster will be configured to use unicast only.
You need to ensure that the NLB feature can distribute
connections across all of the virtual machines.
What should you do?
A. From the properties of each virtual machine, add a second
virtual network adapter. Connect the new virtual network
adapters to the external virtual network switch. Configure the
new virtual network adapters to use a VLAN identifier of 2.
B. On each Hyper-V server, create a new private virtual network
switch. From the properties of each virtual machine, add a
second virtual network adapter. Connect the new virtual network
adapters to the new private virtual network switches.
C. On each Hyper-V server, create a new external virtual
network switch. From the properties of each virtual machine,
add a second virtual network adapter. Connect the new virtual
network adapters to the new external virtual network switches.
D. From the properties of each virtual machine, enable MAC
address spoofing for the existing virtual network adapter.
Answer: D
Explanation:
Explanation/Reference:
Explanation:
MAC spoofing
The changing of the assigned MAC address may allow the
bypassing of access control lists on servers or routers, either
hiding a computer on a network or allowing it to impersonate
another network device.
A user may wish to legitimately spoof the MAC address of a
previous hardware device in order to reacquire connectivity
after hardware failure.
If a malicious VM starts sending out packets with a MAC address
owned by another machine, it causes the switch to re-learn.
This in turn can cause DoS (Denial of Service) attacks, and the
potential for the malicious virtual machine to see packets
which weren't destined for it. Hence, in our security
recommendations, we state that as a security best practice, you
should consider (in Hyper-V v1 at least) placing virtual
machines of similar security integrity level on the same
virtual switch and not share the switch with virtual machines
of a different security integrity level.
In Windows Server 2008 R2, we introduced several changes in the
switch to make it smarter. Each virtual switch port has a new
property (exposed in our VMI model as AllowMacSpoofing), which
is off by default.
We also expose this property in the settings page for a virtual
machine. Note that to see this setting, you must be using the
UI from Windows Server 2008 R2 or RSAT in Windows 7 Client.
References:
http://blogs.technet.com/b/jhoward/archive/2009/05/21/new-in-hy
per-v-windows-server-2008- r2-part-2-macspoofing.aspx
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